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Abstract— This research delves into vulnerability testing of 

Learning Management Systems (LMS) using penetration 

methods, aiming to enhance the security resilience of LMS 

platforms against cyber threats. By employing a structured 

penetration testing framework encompassing stages such as 

reconnaissance, scanning, gaining access, maintaining access, 

and covering tracks, the study seeks to identify and address 

potential vulnerabilities within LMS systems. The research 

contributes to fortifying LMS platforms by simulating attacks 

and evaluating system weaknesses to provide insights for 

effective security enhancements. 

Keywords— Vulnerability Testing, Penetration Methods, 
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I. INTRODUCTION  

In the realm of cybersecurity, ensuring the robustness of 

systems is paramount to safeguard against potential threats. 

One of the key methodologies employed to assess the security 

posture of systems is penetration testing. Penetration testing, 

commonly referred to as pen-testing, is a proactive approach 

that simulates attacks on a system or network to identify 

vulnerabilities, misconfigurations, and security loopholes 

that malicious actors could exploit [1]. By conducting 

penetration testing, organizations can proactively identify 

weaknesses in their systems before they are exploited by real 

attackers [2]. 

Penetration testing is a crucial component of 

cybersecurity practices, aiming to evaluate the effectiveness 

of security measures implemented within a system [3]. It 

involves a systematic analysis of the system's defenses 

through simulated attacks to uncover vulnerabilities that 

could potentially be exploited [4]. This method is essential as 

it provides organizations with insights into their security 

posture, allowing them to address weaknesses before they are 

compromised by malicious entities [5]. 

Despite the importance of penetration testing, there is a 

need for comprehensive vulnerability testing methodologies 

tailored to specific systems, such as Learning Management 

Systems (LMS). LMS platforms, being critical for 

educational institutions, store vast amounts of sensitive data, 

making them prime targets for cyber threats. However, there 

is a lack of research focusing on vulnerability testing 

specifically designed for LMS using penetration methods. 

The primary objective of this study is to conduct 

vulnerability testing of Learning Management Systems using 

penetration methods. By leveraging established penetration 

testing tools and methodologies, the research aims to identify 

and assess potential security vulnerabilities within LMS 

platforms. Through this research, insights will be gained into 

the effectiveness of penetration testing in enhancing the 

security posture of Learning Management Systems. 

This research contributes to the existing body of 

knowledge by providing a focused investigation into 

vulnerability testing of Learning Management Systems using 

penetration methods. By applying penetration testing 

techniques to LMS platforms, this study seeks to enhance the 

understanding of how such systems can be fortified against 

cyber threats. The findings of this research are expected to 

offer valuable insights for educational institutions and 

cybersecurity professionals in securing Learning 

Management Systems effectively. 

II. LITERATURE REVIEW 

Numerous studies have explored penetration testing, a 

proactive method for evaluating system security by 

simulating attacks to identify vulnerabilities [6]. These 

investigations have underscored the importance of 

penetration testing in assessing cybersecurity readiness and 

resilience against potential threats [7]. Furthermore, research 

has highlighted the role of penetration testing in uncovering 

vulnerabilities such as poor system configurations, software 

flaws, and operational weaknesses that could compromise 

system security [8]. 

The theoretical foundation of this research is based on 

penetration testing, which involves conducting simulated 

attacks on a system to assess the effectiveness of its security 

measures [9]. Through methodologies like Black Box 

Testing, White Box Testing, and Gray Box Testing, 

penetration testing aims to identify and address security 

vulnerabilities within systems [10]. Additionally, 

frameworks like the Open Web Application Security Project 

(OWASP) method offer a structured approach to evaluating 

web-based application systems for security flaws [11]. This 

method includes a comprehensive list of the top 10 security 

vulnerabilities that could endanger the safety of web 

applications, aiding in the identification and mitigation of 

potential risks [11]. 

III. RESEARCH METHODOLOGY 

The research methodology for this study will be based on 

a comprehensive penetration testing framework tailored to 

assess the security vulnerabilities of Learning Management 

Systems (LMS). The framework will encompass various 
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stages designed to systematically evaluate the security 

posture of LMS platforms and identify potential weaknesses 

that could be exploited by malicious actors. By following a 

structured penetration testing framework, the research aims 

to provide a rigorous assessment of the security resilience of 

LMS against cyber threats. The following are the four main 

stages of penetration testing method implementation as 

shown in Figure 1. 

 

Fig. 1. Stages of Penetration Testing. 

The following is a detailed explanation of the four stages: 

● Reconnaissance Phase: The initial stage involves 

passive and active exploration to gather information 

about the target LMS system. This phase is crucial 

for understanding the system's architecture, 

components, and potential entry points for attacks 

Koroniotis et al. [12]. 

● Scanning Phase: In this stage, the researcher 

conducts active scanning of the LMS to identify open 

ports, services running, and potential vulnerabilities 

present in the system. Tools like Nmap and Nessus 

can be utilized for comprehensive scanning [13]. 

● Gaining Access*: Following the scanning phase, the 

researcher attempts to exploit identified 

vulnerabilities to gain unauthorized access to the 

LMS. This step involves using penetration testing 

tools to simulate attacks and assess the system's 

susceptibility to exploitation [13]. 

● Reporting Phase: this stage displays the overall 

results of the penetration check and documentation of 

any vulnerabilities found. These results can serve as 

a consideration for improvements and strengthen 

cybersecurity defences in the future. 

 By following these structured stages of penetration testing 

within the context of Learning Management Systems, the 

research endeavors to provide valuable insights into the 

security vulnerabilities of LMS platforms and recommend 

mitigation strategies to enhance their resilience against 

potential cyber threats. 

IV. RESULT 

This section presents the results of the research consisting 

of the reconnaissance, scanning, gaining access and reporting 

stages in stages as follows. 

A. Reconnaissance Phase 

At this stage, the process of collecting initial information 

about the Learning Management System (LMS) being tested. 

The information includes domain name: solusi.sibermu.ac.id 

and penetration testing tool: Rapidscan. The following is a 

view of the LMS target and tools for the penetration testing 

process as shown in Figure 2. 

 
a. LMS Target 

 
b. Rapidscan Tool 

Fig. 2. a. The LMS Target and b. Rapidscan Tool 

 Figure 2 consists of part (a) showing the initial 

appearance of the LMS that will be the test target. Then, part 

(b) shows the vulnerability scanning process using the 

RapidScan tool. This tool is used to find weaknesses in the 

system that can be exploited by hackers to conduct cyber-

attacks. The scan results will show whether the system is 

secure or still has security holes that need to be fixed. The 

purpose of this test is to ensure that the LMS is safe and 

protected from various cyber threats. 

B. Scanning 

The scanning process is conducted to identify specific 

weaknesses in the LMS system. In this stage, various 

scanning tools such as XSSer, Uniscan, Wafw00f, SMB 

service over UDP, WHOis, Nikto, DMitry, Golismero SSL 

Scans, Harvester, SSLyze, DirB, Drupal Checker and port 

scanners to find exposed services, vulnerable ports, and out-

of-date software. The following display commands run the 

rapidscan tool and the ongoing inspection process as shown 

in Figure 3. 

 
a. Command to Run The Rapidscan Tool 
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b. Scanning Process 

Fig. 3. a. Command to Run The Rapidscan Tool and b. Scanning Process 

 Figure 3 provides information about vulnerability 

scanning process which consists of Section (a): Displays the 

commands used to run the RapidScan tool. The command 

“./rapidscan.py solusi.sibermu.ac.id” instructs the tool to scan 

the targeted website. 

 Part (b): Shows the scanning process in progress. The 

progress bar shows the percentage of scan completion, and 

the text below it describes the type of check being performed, 

which is checking for the presence of Load Balancers (LBDs) 

for DNS and HTTP services. 

 Overall, this figure illustrates the first step in conducting 

a security assessment of a website. By running RapidScan, 

we can identify potential weaknesses or vulnerabilities on the 

website before they are exploited by irresponsible parties. 

C. Gaining Access 

Based on the results of the scan of the vulnerabilities 

found in the LMS system. This process aims to test for 

unauthorised access into the system. The techniques used can 

involve vulnerability exploitation, brute force, or the use of a 

discovered backdoor. This penguin measures the extent to 

which an attacker can access sensitive system data and 

resources as shown in Figure 4. 

 
Fig. 4. Penetration Testing Process until 80 steps 
 

 Figure 4 shows a brief overview of how the penetration 

testing process is automated using specialised tools. This 

process involves using various tools to check for 

vulnerabilities or security weaknesses in a system or network. 

In this image, we see some of the initial steps of testing 

performed using the Nmap and Nikto tools. 

 Nmap is used to perform different types of scans, such as 

checking for FREAK and STUXNET vulnerabilities, as well 

as the presence of SNMP services. While Nikto is used to 

check for internal IP leaks. Each step of the scan will take a 

different amount of time, as indicated by the number in 

square brackets at the beginning of each line. 

D. Reporting 

After completing the exploitation, the final step is to 

document all the findings from the testing process. This 

report includes all the vulnerabilities found, the means used 

to exploit the system, as well as recommended fixes to 

prevent similar attacks in the future. This report is very 

important as a reference for LMS managers to improve the 

security of their system as shown in Table 1. 

TABLE I.  VULNERABILITY REPORT FOR LMS 

No. 
Vulnerability 

Threat Level 

1. X-XSS Protection is not Present  Medium 

2. 
Secure Client Initiated Renegotiation is 
supported  

Medium 

3. SNMP Service Detected  Medium 

4. RDP Server Detected over UDP High 

5. Found Subdomains with AMass Medium 

6. Some vulnerable headers exposed Medium 

7. Found Subdomains with Fierce.  Medium 

8. TCP Ports are Open  Low 

9. 
Some ports are open. Perform a full-scan 

manually 
Low 

10. Open Directories Found with DirB Medium 

 

Table 1 summarises the results of the security scan, 

showing a number of weaknesses that need to be corrected 

immediately. No: Sequence number of the vulnerability 

finding; Vulnerability: A brief description of the type of 

vulnerability found; Threat: The level of threat posed by the 

vulnerability; Level: The severity of the vulnerability, usually 

measured on a scale of low, medium, or high. 

Based on the Vulnerability analysis table: 

1) X-XSS Protection is not Present: The LMS has no 

protection against Cross-Site Scripting (XSS) 

attacks as shown in Figure 5. 

 

Fig. 5. Vulnerability: X-XSS Protection 

Figure 5 describes a security vulnerability called 

Cross-Site Scripting (XSS) in an online learning 

system (LMS). This vulnerability occurs because the 

LMS does not have a protection feature against XSS 

attacks. 

Hackers can infiltrate malicious code into LMS 

web pages. This malicious code can be used to steal 

users' personal data, such as passwords or other 

personal information. In addition, hackers can also 

redirect users to malicious websites. The risk of this 

vulnerability is moderate and mainly affects users 

using older versions of browsers. To resolve this 

issue, it is recommended to update the browser to the 

latest version. 

The bottom line is that an LMS that does not 

have XSS protection is highly vulnerable to 
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cyberattacks. Therefore, it is important for LMS 

managers to fix this vulnerability immediately to 

ensure the security of user data. 

2) Secure Client Initiated Renegotiation is supported: 

Although it sounds positive, this feature can actually 

be exploited under some specific conditions to 

perform protocol downgrade attacks as in Figure 6. 

 

Fig. 6. Vulnerability: Secure Client 

Figure 6 describes a security vulnerability called 

‘Secure Client Initiated Renegotiation’. Although 

the name sounds safe, this feature can actually be 

utilised by hackers under certain conditions to 

perform protocol downgrade attacks.  

The hackers can insert data into a supposedly 

secure HTTPS session, allowing them to ‘listen in’ 

on data traffic that should be encrypted. This attack 

is also referred to as a Plain-Text Injection attack. 

The threat level of this vulnerability is medium. To 

address this issue, there are several remediation 

steps that can be taken. The detailed steps can be 

found in the resources listed at the bottom of the 

image. 

In essence, the Secure Client Initiated 

Renegotiation feature, which is supposed to increase 

security, can actually become a security hole if not 

configured properly. Therefore, it is important for 

system managers to understand the risks and 

implement appropriate remediation measures. 

3) SNMP Service Detected: Simple Network 

Management Protocol (SNMP) is a protocol used to 

monitor and manage network devices. If not 

configured properly, the SNMP service can be 

exploited by hackers. They can read sensitive 

information from network devices, such as 

configuration, data traffic, and even execute 

malicious commands. The biggest risk of this 

vulnerability is the potential for remote attacks that 

could result in disruption of network services or 

even system takeover. SNMP service detected as in 

Figure 7. 

 

Fig. 7. Vulnerability: SNMP Service Detected 

Figure 7 shows a security vulnerability in a system, 

namely the discovery of SNMP (Simple Network 

Management Protocol) services. This vulnerability 

is classified as moderate and has the potential to 

pose a considerable risk. 

To address this issue, it is recommended to block 

access to SNMP ports from outside the network 

using a firewall. In addition, the SNMP 

configuration also needs to be tightened to limit 

access and the type of information that can be read. 

More information on how to secure SNMP services 

can be found in the article listed in the image. 

In essence, the presence of poorly configured 

SNMP services can be an entry point for hackers to 

attack your network systems. Therefore, it is 

important to take immediate remedial action to 

prevent exploitation. 

4) RDP Server Detected over UDP: A Remote Desktop 

Protocol (RDP) server running over UDP was found 

as shown in Figure 8. 

 

Fig. 8. Vulnerability: RDP Server Detected 

Figure 8 shows a very serious security 

vulnerability, namely the discovery of a Remote 

Desktop Protocol (RDP) server running on top of the 
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UDP protocol. This is an insecure and very risky 

configuration. 

RDP is commonly used to access computers 

remotely. When RDP runs on top of UDP, it opens 

a gap for hackers to perform various attacks, such as 

dropping the RDP service, or trying to guess the 

administrator's password using tools like ncrack. 

The biggest risk of this vulnerability is the potential 

for a full system takeover by hackers. 

To solve this problem, it is recommended to 

block access to the RDP service from outside the 

network and only allow access from specific IPs that 

really need it. In addition, it is important to 

strengthen password security and use two-factor 

authentication. More information on how to secure 

RDP services can be found in the resources listed in 

the image. 

In essence, the presence of an RDP server 

running on top of UDP is a serious threat to system 

security. Therefore, remedial action should be taken 

immediately to prevent exploitation by irresponsible 

parties. 

5) Found Subdomains with AMass: Found new 

subdomains that have not been previously identified 

as in Figure 9. 

 

Fig. 9. Vulnerability: Found Subdomains 

Figure 9 shows a security vulnerability 

associated with the discovery of new subdomains on 

a system. These subdomains were previously 

unidentified and could provide an entry point for 

attackers. 

To address this issue, it is recommended to block 

access to non-essential subdomains, such as 

subdomains for development or testing. In addition, 

the use of complex subdomain names can also make 

it difficult for attackers to find and exploit these 

subdomains. 

In essence, the existence of new subdomains is 

an indication of a potential security threat. 

Therefore, it is important to carefully manage 

subdomains and implement appropriate security 

measures to protect systems from attacks.. 

6) Some vulnerable headers exposed: Some HTTP 

headers sent by the LMS server contain information 

that can be exploited by attackers to perform attacks 

such as clickjacking or information disclosure as 

shown in Figure 10. 

 

Fig. 10. Vulnerability: Headers Exposed 

Figure 10 shows a security vulnerability in a 

system, where some HTTP headers that should be 

hidden are left exposed. This vulnerability is 

classified as moderate and has the potential to be 

abused by attackers.  

HTTP headers are parts of HTTP messages that 

contain additional information about the request or 

response. If these headers are not configured 

properly, an attacker can extract sensitive 

information about the system, such as the type of 

technology used, software version, and other 

information. This information can be used to 

perform further attacks, such as clickjacking or 

information disclosure. The biggest risk of this 

vulnerability is the potential for larger, targeted 

attacks. 

To solve this problem, it is recommended to limit 

the information displayed on HTTP headers. One 

way is to restrict access to services from outside the 

network and minimise the information provided in 

the header. More information on how to secure 

HTTP headers can be found in relevant security 

resources. 

The bottom line is that the presence of exposed 

HTTP headers can provide valuable information to 

attackers. Therefore, it is important to configure 

HTTP headers correctly to make the system more 

secure. 

7) Found Subdomains with Fierce: found new 

subdomains that can be attack points as shown in 

Figure 11. 
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Fig. 11. Vulnerability: Subdomains with Fierce 

Figure 11 shows a security vulnerability 

associated with the discovery of a new subdomain 

on a system. This vulnerability was detected by a 

tool called Fierce. These new subdomains can be a 

point of attack for hackers. 

To solve this problem, it is recommended to 

block access to non-essential subdomains, such as 

subdomains for development or testing. In addition, 

using complex subdomain names can also make it 

difficult for attackers to find and exploit these 

subdomains. 

In essence, the existence of new subdomains is 

an indication of a potential security threat. 

Therefore, it is important to carefully manage 

subdomains and implement appropriate security 

measures to protect systems from attacks. 

8) TCP Ports are Open: Some unnecessary TCP ports 

are open, which can be the target of attacks like 

Figure 12. 

 

Fig. 12. Vulnerability: TCP Ports are Open 

Figure 12 shows a security vulnerability in a 

system, where there are several TCP ports that are 

not needed but remain open. Although the threat 

level is relatively low, this condition still needs to be 

considered. 

TCP ports are communication channels used by 

applications to interact with each other. If too many 

ports are open, this can give an attacker additional 

information about what services are running on the 

system. Knowing this information, the attacker can 

determine what type of attack would be most 

effective. Although the threat level is low, open 

ports can still be an entry point for larger attacks if 

not handled properly. 

To solve this problem, it is recommended to 

close unused ports and use a firewall to restrict 

access to ports that are still needed. This way, the 

attack surface can be reduced and the risk of 

exploitation minimised. More information on how to 

manage TCP ports can be found in the resources 

listed in the figure. 

The bottom line is that the presence of open TCP 

ports can provide valuable information to attackers. 

Therefore, it is important to manage TCP ports 

properly to make the system more secure. 

9) Some ports are open. Perform a full-scan manually: 

Some ports are open and need to be scanned 

manually to identify services running on those ports 

as shown in Figure 13. 

 

Fig. 13. Vulnerability: Some Ports are Open 

Figure 13 shows a security vulnerability in a 

system, where there are several TCP ports that are 

not needed but remain open. Although the threat 

level is relatively low, this condition still needs to be 

considered. 

To solve this problem, it is recommended to 

close unused ports and use a firewall to restrict 

access to ports that are still needed. This way, the 

attack surface can be reduced and the risk of 

exploitation minimised. More information on how to 

manage TCP ports can be found in the resources 

listed in the figure. 

The bottom line is that the presence of open TCP 

ports can provide valuable information to attackers. 

Therefore, it is important to manage TCP ports 

properly to make the system more secure. This 
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vulnerability indicates that the system has more 

potential entry points for attackers than it should. By 

closing unused ports and performing manual scans, 

security risks can be significantly reduced. 

10) Open Directories Found with DirB: Found 

directories that should not be publicly accessible, 

which could contain sensitive files such as Figure 

14. 

 

Fig. 14. Vulnerability: Open Directories Found with DirB 

Figure 14 shows a security vulnerability in a 

system, namely the discovery of directories (folders) 

that should not be publicly accessible but can be. 

These directories potentially contain important or 

sensitive files that could be misused if they fall into 

the wrong hands. To solve this problem, it is 

recommended to restrict access to these directories 

or move them to a more secure location. In addition, 

it is also important to conduct regular audits of 

existing directories to ensure that no other 

directories are accidentally open to the public. 

In essence, the existence of publicly accessible 

directories is a serious threat to system security. 

Therefore, it is important to take immediate remedial 

action to prevent exploitation by irresponsible 

parties. 

 The complete vulnerability report for solusi.sibermu.ac.id 

as shown in Figure 15. 

 
Fig. 15. Summaries of All Vulnerability Scanning 

Figure 15 shows a summary of the vulnerability scan results 

against the website solusi.sibermu.ac.id. This scan was 

conducted on 17 August 2024 and lasted for 3 hours 13 

minutes 10 seconds. Out of a total of 80 types of vulnerability 

checks performed, 19 checks were skipped and 10 

vulnerabilities were found. 

 This report provides an overview of the vulnerability level 

of the website solusi.sibermu.ac.id and provides further 

information for remedial action. 

CONCLUSION 

Based on the results of a vulnerability scan of the website 

solusi.sibermu.ac.id, several security issues were found that 

need to be addressed immediately. These include publicly 

accessible directories, unnecessarily open ports, and other 

possible vulnerabilities. 

The full scan report is available and provides details on 

the types of vulnerabilities found, as well as recommended 

fixes. By fixing these vulnerabilities, the security of the 

solusi.sibermu.ac.id website can be improved and the risk of 

cyber-attacks minimised. The results of this scan show that 

there are still some areas that need to be fixed to improve the 

security of the solusi.sibermu.ac.id website.. 
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